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Al Empowers Next-Gen Wireless

) Al is empowering our NextG spectrum and wireless systems
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] Bottomline: Unsafe and unrobust Al is not ready for wireless.

¢ Risks: infrastructure instability, constraint violation, exploit by malicious user,
market manipulation, ...
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How This Project Differs from Al Safety Research?

J Argument: Robust Al does not necessarily make Al-empowered
wireless sufficiently or more robust.

J Example: spectrum allocation based on demand prediction.

Demand prediction w/ Bayesian LSTM
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Maximum # violated cases: 49.51% - 53.23% Maximum # violated cases: 5.67% - 22.26%

“ Apply Bayesian uncertainty quantification and use 95% confidence bound.
» Reduced violations (underprovisioning) => More robust than LSTM.
> Violation still larger than estimated risk (95%) => Not robust enough.
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Project Goals

] Thrust |:Robust Al Algorithms for New Spectrum Al
¢ Goal: Certifiable & distributional robustness for dynamic spectrum access

¢ Tools: (1) Bayesian uncertainty quantification, (2) distributionally robust
risk, (3) conformal calibration (certifiable statistical guarantee)

¢ Preliminary Results:

- Demand prediction w/ Bayesian LSTM c BLSTM + Worst-Case CVaR
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Maximum # violated cases: 5.67% - 22.26% Maximum # violated cases: 0.02% - 9.68%

¢ Apply distributionally robust (CVaR) upper bound on Bayesian posterior.
» Conservative statistical bound w.r.t. distributional uncertainty.
» Inefficient, and still not certifiably robust.
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Project Goals

] Thrust |:Robust Al Algorithms for New Spectrum Al
¢ Goal: Certifiable & distributional robustness for dynamic spectrum access

¢ Tools: (1) Bayesian uncertainty quantification, (2) distributionally robust
risk, (3) conformal calibration (certifiable statistical guarantee)
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*¢ Preliminary Results:

c BLSTM + Worst-Case CVaR c BLSTM + Calibration
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Maximum # violated cases: 0.02% - 9.68% Maximum # violated cases: 2% - “5%

¢ Conformally calibrate Bayesian posterior upper 95%-ClI.
» Nice conformal certifiable robustness.
» Does not handle well distribution shifts.
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Project Goals

J Thrust 2: Robust Spectrum Data for New Spectrum Al

——Measured Original Predicted
P(OdVée)r Re-training ___ Anomaly
= a1
m ek ,'.Y'MV\
- W, [
-90{ W
3 —-80 ', " EN;'N‘\&. 4 [.’;‘r\‘.‘\v\} A Ay "\.w.'«,d.‘ |
e . ™A [0 W 1LY, P "
\ W[ & ﬂ
-90{ W W i
E " G .Pi_“,"’ \’_,,N ! ‘A‘v N\ ,-/‘:“. 1 3
— _80 ] ;\N\ /1 W ~."\ “‘v“," YUY, “‘-‘\.\ ’_n/'
O Rig g 2 WA s W' i ¥ ¥
~ ! .‘.\‘, /‘"\'./ /» . \ U i \ h
—90 - W/ YW & ]
0 5000 10000 15000 20000
Time slot

¢ Goal: Obtain trustworthy spectrum data during spectrum handovers

% Tools: (1) Cryptographic commitments and random sampling,
(2) spatio-temporal-spectral learning & federated calibration
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Project Goals

] Thrust 3: Robust Market Mechanism with New Spectrum Al

¢ Goal: Design efficient & robust market mechanism in face of Al players

¢ Tools: learning-based market mechanism design, with provable properties
such as truthfulness, individual rationality and budget balance
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Thank you very much!
Q&A?
ryub@ncsu.edu
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